LDAP structures that can be used with
Enhydra Shark's LDAP implementation
of UserGroup and Authentication API
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Introduction

The Lightweight Directory Access Protocol (LDAP) is a lightweight version of the Directory Access Protocol,
which is part of X.500. Being neither a directory nor a database, LDAP is an access protocol that defines operations
for how clients can access and update datain a directory environment.

At the moment, shark's LDAP implementation of UserGroup and Authentication APl supports two types of LDAP
structures. The first structure is marked as type 0, and the second is marked as type 1.

LDAP structure, type O

Thisis simple LDAP structure. It contains groups and users. The list of LDAP object classes representing group of
usersis defined by configuration parameter LDAPGroupObjectClasses. If not defined, the default valueis:

LDAPGr oupOhj ect G asses=or gani zat i onal Uni t

Thelist of LDAP object classes representing user is defined by configuration parameter LDAPUser ObjectClasses. If
not defined, the default valueis:

LDAPUser Obj ect G asses=i net Or gPer son

Neither groups, nor users have an attribute that contains information saying to which group(s) the user (or group) be-
longs to. So, one user (or group) can belong to only one group. The only belonging of one user (or group) to only
one group is defined by its dn (distinguished name). The LDAPGroupUniqueAttributeName parameter defines the
name of attribute that is mandatory for each LDAP object class representing group of users. The value of this at-
tribute MUST be unique for each LDAP entry for these object classes throught the LDAP tree. If not defined, the
default valueis:

LDAPG oupUni queAt t ri but eNanme=ou

The LDAPUserUniqueAttributeName parameter defines the name of attribute that is mandatory for each LDAP ob-
ject class representing user. The value of this attribute MUST be unique for each LDAP entry for these object
classes throughout the LDAP tree. If not defined, the default valueis:

LDAPUser Uni queAtt ri but eName=useri d

For example, the following data can represent the structure type O:
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version: 1

dn: o=Sunset Comput ers, c=sr
objectC ass: top

obj ect Cl ass: organi zati on
o: Sunset Conputers

version: 1

dn: useri d=sasaboy, ou=devel opers, ou=prograners, o=Sunset Conputers, c=sr
objectC ass: top

obj ect Cl ass: i net OrgPerson

cn: Sasa Smith

gi vennane: Sal e

initials: S. S

mai | : sasasmi t h@unset conput er s. com

nobil e: 067/ 66688844

post al address: TnD2aSBTYWXI| FNI a3NwaXJvdnEgNS8x VDAJ
post of fi cebox: 21000

sn: Smith

st: Serbia

street: 6th street 74

title: B.S.C. in E E

useri d: sasaboy

user password: : c2FzYWlveQ==

dn: userid=si nbe, ou=designers, ou=prograners, o=Sunset Computers, c=sr
obj ectd ass: top

obj ect d ass: inet OrgPerson

cn: Sean Young

gi vennane: Sean

initials: S Y.

mai | : seanyoung@unset conput ers. com

nobi |l e: 067/ 88833366

post al address: TnB2aSBTYWQs| FNI a3NwaXJvdnEgNS8x VMDAJ
post of fi cebox: 21000

sn: Young

st: Serbia

street: 4th street 27

title: B.S.C. in E E

userid: sinbe

user password:: c2ltYmk

dn: ou=prograners, o=Sunset Conputers, c=sr
objectCl ass: top

obj ect Cl ass: organi zati onal Uni t

ou: prograners

dn: ou=devel opers, ou=prograners, o=Sunset Computers, c=sr
objectC ass: top

obj ect Cl ass: organi zational Unit

ou: devel opers

dn: ou=desi ghers, ou=prograners, o=SunsetConputers, c=sr
objectC ass: top

obj ect Cl ass: organi zati onal Uni t
ou: designers

In this example, there are three groups.

+ programers
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» developers

e designers
and two users:
e sasaboy

e simbe

The group developers belongs to group programers. It is defined by its dn: ou=developers, ou=programers,
o=SunsetComputers, c=sr. The group designers also belongs to group programers (its dn: ou=designers,
ou=progr amer s, o=SunsetComputers, c=sr).

The user sasaboy belongs to group developers (its dn: userid=sasaboy, ou=developers, ou=programers,
o=SunsetComputers, c=sr. The user simbe belongs to group designers (its dn: userid=simbe, ou=designers,
ou=programers, o=SunsetComputers, c=sr).

LDAP structure, type 1

This is more complex LDAP structure. It aso contains groups and users. The parameters
LDAPGroupObjectClasses, LDAPUserObjectClasses, LDAPGroupUniqueAttributeName and LDAPUser UniqueAt-
tributeName are used in the same way as in the structure type 0. Beside users and groups, in this structure type, is
provided posibility of defining relations ("belong to") between groups and groups and between groups and users.
Thelist of LDAP object classes representing relations between shark users and group or between shark groupsis de-
fined by configuration parameter LDAPRel ationObjectClasses. If not defined, the default valueiis:

LDAPRel at i onCbj ect C asses=gr oupOF Nanes

The two attributes are important for these object classes. The LDAPRelationUniqueAttributeName parameter defines
the name of attribute that is mandatory for each LDAP object class representing relation. The value of this attribute
MUST be unique for each LDAP entry for these object classes throught the LDAP tree. If not defined, the default
vaueis:

LDAPRel at i onUni queAt tri but eNanme=cn

The LDAPRelationMemberAttributeName parameter defines the name of attribute of LDAP object classes
(representing relation) that represents member that is included (user or group) in the relation - member is user or
group that belongs to the group that is also defined in the relation. If not defined, the default valueis:

LDAPRel at i onMenber At t ri but eNane=nenber

For example, the following data can represent the structure type 1:

version: 1

dn: o=Sunset Comput ers, c=sr
objectC ass: top

obj ect Cl ass: organi zati on
o: Sunset Conputers

version: 1

dn: ou=Groups, o=Sunset Conputers, c=sr
objectC ass: top

obj ect Cl ass: organi zati onal Unit

ou: G oups
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dn: ou=Users, o=Sunset Computers, c=sr
objectC ass: top

obj ect Cl ass: organi zati onal Uni t

ou: Users

dn: ou=GroupRel ati ons, o=Sunset Conputers, c=sr
objectC ass: top

obj ect Cl ass: organi zational Uni t

ou: G oupRel ati ons

dn: ou=User Rel ati ons, o=Sunset Conmputers, c=sr
objectC ass: top

obj ect Ol ass: organi zati onal Uni t

ou: UserRel ations

dn: ou=prograners, ou=Goups, o=Sunset Computers, c=sr
objectC ass: top

obj ect Cl ass: organi zati onal Uni t

ou: prograners

dn: ou=desi gners, ou=G oups, o=Sunset Computers, c=sr
objectC ass: top

obj ect Cl ass: organi zational Uni t

ou: designers

dn: ou=devel opers, ou=G oups, o=Sunset Computers, c=sr
objectC ass: top

obj ect Cl ass: organi zati onal Unit

ou: devel opers

dn: ou=testers, ou=Goups, o=Sunset Computers, c=sr
objectCl ass: top

obj ect Cl ass: organi zati onal Unit

ou: codeDesigners

dn: userid=sasaboy, ou=Users, o=Sunset Computers, c=sr
obj ectd ass: top

obj ect d ass: inet OrgPerson

cn: Sasa Smith

gi vennane: Sal e

initials: S S

mai | : sasasm t h@unset conput ers. com

nobi | e: 067/ 66688844

post al address: TnB2aSBTYWQs| FNI a3NwaXJvdnEgNS8x VMDAJ
post of fi cebox: 21000

sn: Smith

st: Serbia

street: 6th street 74

title: B.S.C. in E E

userid: sasaboy

user password:: c2FzYWlveQ==

dn: userid=si nbe, ou=Users, o=Sunset Conputers, c=sr
objectCl ass: top

obj ect Cl ass: i net OrgPerson

cn: Sean Young

gi vennane: Sean

initials: S.Y.

mai | : seanyoung@unset conput ers. com

nobi | e: 067/ 88833366

post al address: TnD2aSBTYWXI| FNI a3NwaXJvdnEgNS8x MDAJ
post of fi cebox: 21000

sn: Young
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st: Serbia

street: 4th street 27
title: B.S.C. in E E.
userid: sinbe

user password:: c2ltYmk

dn: cn=testers, ou=UserRel ati ons, o0=Sunset Conputers, c=sr
objectC ass: top

obj ect C ass: groupO Nanes

cn: testers

menber: userid=sasaboy, ou=Users, o=SunsetConputers, c=sr

dn: cn=devel opers, ou=UserRel ati ons, o=Sunset Conmput ers, c=sr
obj ectd ass: top

obj ect d ass: groupOf Nanes

cn: devel opers

nmenber: userid=si mbe, ou=Users, o=Sunset Conputers, c=sr

dn: cn=Sunset Conput ers, ou=G oupRel ati ons, o=Sunset Computers, c=sr
objectC ass: top

obj ect d ass: groupO Nanes

cn: Sunset Conputers

menber: ou=progranmers, ou=G oups, o=SunsetConputers, c=sr

dn: cn=programners, ou=G oupRel ations, o=Sunset Computers, c=sr
obj ectd ass: top

obj ect d ass: groupOf Nanes

cn: prograners

nmenber: ou=desi gners, ou=G oups, o=Sunset Computers, c=sr
nmenber: ou=devel opers, ou=Goups, o=Sunset Conputers, c=sr

dn: cn=desi gners, ou=GoupRel ati ons, o0=Sunset Conputers, c=sr
objectCl ass: top

obj ect O ass: groupOf Nanes

cn: designers

menber: ou=testers, ou=G oups, o=SunsetConputers, c=sr

dn: cn=devel opers, ou=G oupRel ati ons, o=Sunset Computers, c=sr
objectC ass: top

obj ect d ass: groupOf Nanes

cn: devel opers

menber: ou=testers, ou=G oups, o=Sunset Conputers, c=sr

In this structure, four artificial groups must be created. The first is group that contains al groups. Its name is defined
by parameter LDAPGroupGroupsName. If not defined, the default valueiis:

LDAPG oupG oupsNanme=G oups

In the example, this group is defined as:

dn: ou=Groups, o=Sunset Conputers, c=sr
objectC ass: top

obj ect Cl ass: organi zational Uni t

ou: G oups

The second is group that contains al users. Its name is defined by parameter LDAPGroupUsersName. If not defined,
the default valueis:

LDAPG oupUser sNanme=User s

In the example, this group is defined as:




LDAP structures that can be used with Enhydra
Shark's LDAP implementation of UserGroup and

dn: ou=Users, o=Sunset Computers, c=sr
obj ectd ass: top

obj ect O ass: organi zati onal Uni t

ou: Users

The third is group that contains all relations between groups. Its name is defined by parameter LDAPGroup-
GroupRelationsName. If not defined, the default valueis:

LDAPG oupG oupRel ati onsNanme=G oupRel ati ons

In the example, this group is defined as:

dn: ou=GroupRel ati ons, o=Sunset Conputers, c=sr
objectCl ass: top

obj ect Cl ass: organi zati onal Unit

ou: G oupRel ati ons

The fourth is group that contains al relations between groups and users. Its name is defined by parameter LDAP-
GroupUserRelationsName. If not defined, the default valueiis:

LDAPG oupUser Rel at i onsName=User Rel ati ons

In the example, this group is defined as:

dn: ou=User Rel ati ons, o=Sunset Computers, c=sr
objectC ass: top

obj ect Cl ass: organi zati onal Uni t
ou: UserRel ations

In this example, four groups are defined (they all belong to the group Groups - ook their dn):

» programers (dn is ou=programers, ou=Gr oups, o=SunsetComputers, c=sr)
» developers (dn is ou=developers, ou=Groups, o=SunsetComputers, c=sr)
» designers (dn is ou=designers, ou=Groups, o=SunsetComputers, c=sr)

» testers(dnis ou=testers, ou=Groups, o=SunsetComputers, c=sr)

and two users (they belong to the group Users - look their dn):

» sasaboy (dn is userid=sasaboy, ou=User s, 0=SunsetComputers, c=sr)

» simbe (dn is userid=simbe, ou=User s, 0=SunsetComputers, c=sr)

The groups devel opers and designers belong to group programers. In the example, thisis defined as:

dn: cn=prograners, ou=G oupRel ati ons, o=Sunset Conputers, c=sr
objectC ass: top

obj ect d ass: groupO Nanes

cn: programers

nmenber: ou=desi gners, ou=G oups, o=Sunset Computers, c=sr
menber: ou=devel opers, ou=G oups, o=Sunset Conputers, c=sr

Note that in the object class representing GroupRelations (in the example that is groupOfNames) has the value of
unique relation attribute (in the example that is cn) set to the name of the group that contains the groups whose dn-s
are defined in member attributes. Thisis the convention used in the structure type 1.
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The group testers belongs to groups developers and designers. In the example, thisis defined as:

dn: cn=desi gners, ou=GroupRel ati ons, o0=Sunset Conputers, c=sr
objectC ass: top

obj ect C ass: groupO Nanes

cn: designers

menber: ou=testers, ou=G oups, o=SunsetConputers, c=sr

dn: cn=devel opers, ou=G oupRel ati ons, o=Sunset Computers, c=sr
obj ectd ass: top

obj ect d ass: groupOf Nanes

cn: devel opers

nmenber: ou=testers, ou=G oups, o=SunsetConputers, c=sr

So, in this structure type, a group can belong to more than group.

The user sasaboy belongs to group testers and the user simbe belongs to group developers. In the example, thisis
defined as:

dn: cn=testers, ou=UserRel ati ons, o=Sunset Conmputers, c=sr
objectC ass: top

obj ect d ass: groupOf Nanes

cn: testers

menber: userid=sasaboy, ou=Users, o=Sunset Conputers, c=sr

dn: cn=devel opers, ou=UserRel ati ons, o0=Sunset Conputers, c=sr
objectC ass: top

obj ect d ass: groupO Nanes

cn: devel opers

menber: userid=si nbe, ou=Users, o=Sunset Conmputers, c=sr

The same as in the GroupRelations, the object class representing UserRelations (in the example that is groupOf-
Names) has the value of unique relation attribute (in the example that is cn) set to the name of the group that con-
tains the users whose dn-s are defined in member attributes. Thisisthe convention used in the structure type 1.

The same way as a group can belong to more than one group, and user can belong to more than one group.




